Summary of Control Objectives for the FY12 State SOC-1

GENERAL CONTROLS PLACED IN OPERATION AND TESTS OF OPERATING EFFECTIVENESS IN THE PEOPLESOFT/UNIX ENVIRONMENT FOR THE OAKS

Changes to Existing Applications or Hardware Systems (OAKS)

FY 2012 FY 2011 Control Objective
Met Met Change Requests
Met Met Documentation and Training
IT Security (OAKS) (IT Security control objectives were revamped for FY12 due to the adoption of the NIST 800-53 security framework. Control objectives used for FY11 were not used for FY12, and
vice-versa.)
FY 2012 FY 2011 Control Objective
N/A Met Security Management
N/A Met System Level Access Controls
N/A Met Application Level Access Controls
N/A Not Met System Software and Utilities Access Controls
N/A Met Physical Security
Met N/A Access Control
Met N/A Awareness and Training
Met N/A Audit and Accountability
Met N/A Security Assessment and Authorization
Met N/A Configuration Management
Met N/A Contingency Planning
Met N/A Identification and Authentication
Met N/A Incident Response
Met N/A Maintenance
Met N/A Media Protection
Met N/A Physical and Environmental Protection
Met N/A Planning
Met N/A Personnel Security
Met N/A Risk Assessment
Met N/A System and Services Acquisition
Met N/A System and Communications Protection
Met N/A System and Information Integrity
Met N/A Program Management
IT Operations (OAKS)
FY 2012 FY 2011 Control Objective
Met Met System Administration and Maintenance
Met Met Backup

FINANCIAL APPLICATION CONTROLS PLACED IN OPERATION AND TESTS OF OPERATING EFFECTIVENESS

OAKS FINANCIALS (OAKS_FIN)& EFT

FY 2012 FY 2011 Control Objective

Met Met Authorization

Met Met Completeness of Input

Met Met Accuracy of Input

Met Met Cutoff

Met Met Transaction Classification

Met Met Transaction Occurrence

Met Met Existence

Not Met Met Integrity of Standing Data

Met Met Completeness and Accuracy of Update
Met Met Completeness and Accuracy of Accumulated Data
Met Met Restricted Access to Assets and Records

OAKS Human Capital Management (HCM)

FY 2012 FY 2011 Control Objective

Met Met Authorization

Met Met Completeness of Input

Met Met Accuracy of Input

Met Met Cutoff

Met Met Transaction Classification

Met Met Transaction Occurrence

Met Met Existence

Met Met Integrity of Standing Data

Met Met Completeness and Accuracy of Update
Met Met Completeness and Accuracy of Accumulated Data
Met Met Restricted Access to Assets and Records

WARRANT WRITING

FY 2012 FY 2011 Control Objective

Met Met Completeness and Accuracy

Met Met Completeness and Accuracy of Accumulated Data

Met Met Restricted Access to Assets, Records, Programs and Data




