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IT Optimization
Security Initiatives
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• Three General Efforts:
– Centralize Security Services
– Develop Common Solutions (Standardization)
– Staff Development
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• Security Services:
– Security Architecture
– Risk Management
– Security Compliance
– Security Engineering

• Endpoint Protection, Intrusion Prevention, SIEM, Web Application
Firewalls, Database Activity Monitoring, Internet Filtering, Data
Loss Prevention

– Security Monitoring
– Vulnerability Assessments & Penetration Testing
– Incident Handling & Forensics
– Security Program Management
– Information Security Training and Awareness

• Phase 1 initiatives:
– Enterprise Security Information & Event Management (SIEM)
– Intrusion Prevention
– Vulnerability Management & Pen Testing
– Endpoint Protection
– Web Application Firewalls
– Operations Center
– Start Centralization of Staff
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Security – David Brown
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